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•  Define and analyze your target group by age range.
•  Have a vision and strategy for your content/service:

> Consider why you are producing and providing this content/service and why is it relevant.
> Define the objectives of your online content/service.
> Be clear about the potential actions and reactions you aim to produce in your target group. 
> Define what the core use of the content/service should be.
> Make sure you have the sufficient time and resources to create the high quality content/ 
 service you are aiming for.

•  Make the target group or recommended age range transparent and comprehensible.
•  Take into account the cognitive development of the target group (physical and mental skills,   
 emotions) in terms of content, design and navigation:

> Know the abilities, skills and needs of your target group.
> Keep in mind what makes children and young people vulnerable.

•  The content/service is understandable for the target group:
> Use well written language, without mistakes and suitable for the target group.
> Provide the content in the target group’s native language. If text has been translated from 
 another language, ensure it has been proofread by a native speaker to avoid misspellings   
 and errors.
> Make the content/service meaningful for users so it meets their specific and current interests.
> Take into account the different cultural and linguistic contexts and the users’ socio-cultural   
 development.
> Adapt the story-line, text, dialogues and images to the target audience.
> Ensure instructions are clear, simple and intuitive to the target group as well as their parents  
 and educators.

1. 
target groups  
are clearly defined 
and addressed
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> If the content is informative or educational: there is reference to author, bibliography, dates  
 of publication and updates etc. 

•  New content is uploaded periodically and services are regularly maintained and reviewed to   
 ensure high quality: 

>  Frequent and coherent updates and quality controls are performed to:
>  Keep information up-to-date, where relevant.
>  Provide information on publication dates/the date of the last update made to the  
 content/service.
>  Check regularly for abuse/misuse of the brand/URL.

>  Regularly inspection should be made: 
> For broken links or dead ends. 
>  To ensure that links from the content/service do not contain viruses or other malware  
 and that a high level of security is maintained.

>  If installation of a program or game is required, it is straight-forward and easy to do so.

•  The content and services are accurate and reliable:
>  Provide correct, rigorous and unequivocal information about the production/selection of  
 content, so that the users know what to expect from the content/service.
>  If the content deals with sensitive topics (e.g. public health), make sure the information  
 provided is scientifically sound and includes an author reference for informative content.
>  Assess which features are being offered, which are appropriate to the intended audience 
 and establish mechanisms for reviewing content/conduct on the service or the kind of  
 content/conduct that the service allows.

15 The definition of 
online content which 
can be deemed harm-
ful for children varies 
across European 
countries and regions. 
Content which in  
general falls under the 
heading of harmful 
content may include: 
pornography/nudity, 
violence, racism and 
xenophobia etc.  
Harmful content may be 
detrimental to the moral, 
mental or physical well-
being of children  
or encourage them to 
self-harm or to inflict 
harm on other people  
or animals.

Content and services must be safe to use for the target group. Apart from not offering harmful con-
tent or experiences and monitoring the service effectively, the content/service should give children 
the tools they need to report content and actions which frighten them. This will give them a feeling 
of security.

•  The content must not be harmful to minors: it must not contain offensive material or other  
 harmful elements (i.e. pornography, racist/violent/offending content, pictures or videos).
•  The content/service must be safe for children to use and maintain this level of safety over time.
•  Has it been taken into consideration how the service may be associated with potential risks to  
 children and young people and the provider has acted upon these considerations?
•  The content/service gives children and young people the tools, knowledge and skills to use  
 it in a safe way. 

> Clear, targeted guidance and educational material is provided in a prominent,  
 accessible, easy-to-understand and practical format. 
> It is clearly indicated which content is appropriate for different age groups and/or where  
 a minimum registration age applies.
> The provider/producer must ensure that content unsuitable for children under a certain ag 
 group is not accessed by this group, for instance by implementing an age verification system.

•  Provide reporting mechanisms that are easy to use and find: 
> E.g. an alarm button, in case children need help or advice or need to report potentially  
 harmful content or contact. 
> The information they need to make an effective report, and, where appropriate, an indication  
 of how reports are typically handled, including response time.
> Reports must be acknowledged and acted upon promptly (e.g. 48 hours).

•  The content/service must limit exposure to potentially inappropriate content15 and contact. 
> Measures must be in place to ensure that there is no access to content that might be 

5. 
content and services 
are safe










